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uw  Support for Al-Tools at UniBE

On Data Protection:

- Shift from commercial cloud risks to secure local solutions
(TextLab): TFS Courses and Students/Researchers reception

- Upcoming UniBE Cloud Strategy

On Local LLMs: GPUstack solution
- Current Proof of Concept for limited self-hosted Models
- Already Success stories for Students and Researchers
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Support for Al-Tools at UniBE

1. «updated» Guidelines for the deployment of Al tools and
technologies and trustworthy Al research [in revision]

— OId version: UniBE - Research on and with Al (2024)

2. Step-by-Step Decision Guide for Al Tools:
First version: Responsible use of GenAl: A Step-by-Step Guide
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Appendix
New Guide

Responsmle use of GenAI A Step-by-Step Guide

Step-by-Step Decision Guide Responsible
use of GenAl: A Step-by-Step Guide

The 14 guiding questions to help you decide whether using GenAl is : mm— e

* Conyeu st it s e ot s s g Q
or open sourco models”

appropriate. (source) ;“‘“""""f““ — S

ot el s o ek apec:Marrioed

1. Planning & Input -> Knowledge Security

11 oes the use of a GenAl modal rained on

2. Tool & Availability -> Data Sovereignty BESEEEE. O

3. Data Source -> Bias Detection

4. Output -> Human Oversight

To be revised (probably) twice per year.  ©?202 by Drelng. Federico Grasso Toro s licensed under CC BY-NC 4.0
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Al Literacy in Research:
Selecting’ USing’ and Reporting GenAl :I;z‘asup:ﬂo?s‘i?:l;::lseofGenAI:AStep-by-StepGuide

ng GenAl

Ip you reflect deeply about eact o
You may add critera or alter them based on your use case.

Context & The Golden Rule

» Objective: To introduce the overarching "principles of
responsible GenAl" use in praxis by Decision Guide.

The Golden Rule:

No output from GenAl can be considered a Research Result.

The Paradigm Shift:

GenAl systems should "empower" humans, i.e., proper human
oversight and verification are always required at every stage.

© 2026 by Dr.-Ing. Federico Grasso Toro is licensed under CC BY-NC 4.0
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Al Literacy in Research:

ng GenAl

Selecting, Using, and Reporting GenAl Responsileuse o GanAL A tap y-Stp Guids

Why a Step-By-Step Decision Guide?

 For furihe gadance on poparly documenting uss of Al ools, refer
1o COPE's statemant on authorsnip and Al 1905 (3)

* Risk Assessment: Answering "No" to specific risk - C— S
assessment questions_indicates that using GenAl may ‘ |
pose serious risks.

« Ultimate Responsibility: Researchers are ultimately
responsible for any research output generated with Al.

The Bottom Line: In some cases, researchers need not, cannot, or must not use GenAl tools.

© 2026 by Dr.-Ing. Federico Grasso Toro is licensed under CC BY-NC 4.0
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ub Al Literacy in Research: Responsible use of GenAl
Selecting, Using, and Reporting GenAl

Responsible use of GenAl: A Step-by-Step Guide

The 14 guiding guestions below will help you decide whethar using Gendl is appropriate in a given instance. -
To help you reflect deeply about each guiding guestion, the guide provides some general risk assessment considerations as a starling point.
You may add criteria or alter them based on your use case.

QUESTIONS TO ASK BEFORE USING GenAl @ RISK ASSESSMENT CONSIDERATIONS, ANSWERED WITH "YES" @ FURTHER COMSIDERATIONS AND SUPPORT -Q—

(1 mptanning & 1nput

I you answanad *Mo®, the use of Gandl may posa sanous risks
Fiaf aoime erileria. il implies thal you need ad, cannal, of must not use Genal.

+ Do you possess the foundational skils needed o accomplish the task, e.g.. coding, critical + Evary semastar, tha tuicrs from Madical and Maturad Sciencas
1 reading, litaratura searching, sciantific writing? Librany offer courses in “Haw to usa Al tools for searching, reading, |
what GonAl = Do you have the subject-maller axpertise and lask-specilic shills 1o wiite effsslive promgts and writing: Gritical thinking and sustainable bast practices” within
e & ® "1 far Ganl toals and to vet the outpuls pradused by he toals? the Transfarahia. Skills Program. AA
+ Ara you sllowed to usa Ganal for the task? For instance, soma publishers ban * You can aleo contact suppor_med.bi@unibe.ch il you want
Al-generated images and most forbid use of Al to generate peer reviews, coufsas tailofed 1o your feseanch groups.
2 + 'Will using GanAl save you tima?
Do you nesd GanAl to accomplish the task? ® S = Wl it help you produsee higher quality sulpul? @
+ Can you afford the toal*

3 = M data are confidental, wil ihe GenAl tool keeg it prolecled and sscure? = Faor furiher supporl contac! the dala slewards al .
Are you working with confidential, «+ i data are nan-sansitive or opan, can you forases any hams that might result from researchdalagpunibe o _@_
non-sensilive, or open data? . eharing lhem with the GenAl oal? I yes, do you have a plan for miligating the hanm (e.g., » Far mors informalion, ses Rassarch Dala Managsment - M

Funfing te ool on 8 local server of local device)? University Library of Bam UB. -

4 "m"mwm'":,m .:h - Lﬁmﬁ:lmﬂm E&-n-stll:;::ﬂ?;n alides) b e Genal leal, « Far answers lo questions aboul copyrights and licanses, contact:
:;,mmw al)  the ® © + Have you made sua your promipts will nat inadvertantly reveal propristary or confidantial » Read the terms and condilions Lo determine whedhar there is an Q
information {2.9., breach the confidentiality agresmant you accepted as a peer reviewsr]? opt-oul hal disallows use of yowr nputs far raining the LLM. -
5 « Have you considersd lhe harms caused o research parlicipants, patients, the pubiic,
‘What harm might be caused by uncertain, | and yaur career il your use of GenAl produced falss ar poar-qualily information?
unreliable, or incorrect oulput? ©+ Will you have the time and rescurces to check all the infarmation produced by GenAl to

maka sura it is not false or of poor qualiny®

+ Faor furthar guidanca an propary decumanting use of Al toals, refar

[ to COPE's statemant on authorship and Al kacls (3} ,
Do you have a systematic method for o« Ase you dotumenting your GenAl uss in sufficient enaugh detail so you can wilte honest « If you lave chesen yaur journalis), read thei lalest ethical Al Na 8
documenting Genhl use? ® I and trarsparent disdasure stalements? @ guidelinies. @

+ Refer to the guidance from publishars on how to disclose Al use in
research (e.g., Springer Nature's A Policy, TF 4 Poley)

© 2026 by Dr.-Ing. Federico Grasso Toro is licensed under CC BY-NC 4.0
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Al Literacy in Research: Responsible use of GenAl
Selecting, Using, and Reporting GenAl

(mtei & avaiabity

* Have you tested comparabia toals and ansured your choica bast maals your purposa? * Will you usa tha fras or paid varsion of the toal? What factar
! . {55, FAS) da yos Eﬂumﬂrﬁ::imm with data hE 0y
Which GanaAl tool will and why? e modals suitad = Can you 5. servers in Ewope - -
¢ bk ® ST s @ or lecally made GenAl or open source models? =

« Have you concidered ot , I8 resource-inlensive 1oals you could
‘“’;u ”m‘m resa you L « Hawve you considersd the effsct of Al use an the environment (417

FHLEA'HIH modallas] wnder kvw-risk condilions with al least 2

8 mw?hmmlwmwwmmwu (Use publich aval work + outputs for
challangirg its answer through Socratic quastioning, e.9.. “Upan assumplions are your tasd.) s
bs this your first usa of the GenAl teel? ’ your conclusions based?, "Ara you aware of gaps or bias in your knowladgs base?" + Allozate ancugh time and effart to vat the toels proparty. -Q-
= Have you lested GenAl's answers for accurasy under a sulficient range of condilions? + Censidar craating a Standard Oparatng Pracamurs (S0P far o

working with Al toots that includes task-spacific standardisad
pramipis and quality control chackists.

| + Have you read and understaod the latest UnBE guidelines for procuring and handling Al + Furthar infarmation about availabie tacks for UNEE afiliates: ,
a s foal Sealiabis dn UniEE il @ “ toois and data protsclin? @ Universital: Gensrative Kls - Universitit Berm :
« Adiice on possibile Al scluions for your metituien: Data Scisnca 4
Lah - University of Bem
10 « Ara you certain that using data fram unknawn sources for your task will Nt create a risk
What harms might be caused by using data . for yau, your research pariicipants, or your rassanch autput?
from unknewn sourcas n your ressarch? 0+ Have you thought about haw retying on data fram unknewn sources could compramise the
ouality af your research oulpul?
11 Doss the uss of a GanAl modal trained on a Have thaugnt chonsing e P e
hmmﬂﬂﬂnwn.undnﬂhnﬂllﬂr. . I~ mm,..ﬂwmlmm D hm":wdmrizmugg Stay abreast of the naws and regulations ragarding Al capyright g
mglﬂum:‘:‘lﬂullmm‘ . # + Have you considersd il yous reputalion is pul 8t risk if you use unethically soureed data? L g
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Al Literacy in Research: Responsible use of GenAl

Selecting, Using, and Reporting GenAl

12

What biases and limitations are commen in
the data in your field?

+ Do you knew how schotars in your field usually miligale prevailing bissse? Can you
implarment & simiar of equally efective method lof de-biasing aulputs?

+ Have you tested tha affact on the autput by comparing examples from diffarant
demagraphic groups?

13 Wers the results you derived from your + Have you tested Gendl's for istancy under a sufficient range of conditions?
GanAl tool consistent enough to meet the ® = Are you 1he lalest Al by your jownal or publisher ol
quality standards in your flald? chiice?

+ Can you affirn that you will not use GanAl to fabricate or manipulate research data and

14 resulls (2, 517
""““'“I"':;:".';’“'"“"“'“'“" @ ~+ Ganyou affrm that you did not uss GenAl fo generate imags-based data, 5.9.,
generated with AI7 g T

= Hthe GanAl culpul conlained references, have you verified (hal these refarences axist
and that the GenAl autpul comsclly represents the original authars’ meaning?

Disclaimar: Rafarances:

©
©
©

+ GenAl is nol neulral but reflects pravaiing biages (2).
+ List known Blases and lacunas in your field (2.9,, publcation bias,
gender biss, demaographic bias) and draft & plan ta mitigate tham
far instance, by incorporating data from other sources, L
- Lmnlutmmdmnlgab&hlulmmmy_-'@'
calumhiafaines] ¥
+ |5 the topic sensitive ar likely to affact growps of paople differantly?

(Evaluata lkaly unequal affacts, prefarably with input from paapla
fram the aflecied groups.)

Be aware thal Gendl will nol provide consisbenl answers o he same |
prompt. Thoroughly test the range of answers it provides, e.g. by 7=
multiple appication of the same promat, unbl you are suwra thatany /.
answers in that range are sufficient for your punposas,

GenAl systems should empawer human beings, allowing hem lo )
miake informed decisians and laatering heir undamental nghls.
Therefare, proger human aversighl and vesificalion is needed al
wwary slage (1, 2, 5).

W are actraly working an expanding this Gandl dacision guida, If vou would like ta
pariicipate, share insights, or provide recommendatons, please conact us: Medical and
Matural Sciencas Library; suppart_med ub@unibe.ch o finatub@unie.ch

@ ﬂ e # Cusobsian Gt b Lbsing Gund Efically ond Resporalnly
= © 20T by nbvrsity Lineary of Berm UB is Boersed under Capatin Commons Adrbomion-HonCamnedal 4.0 imemaienal
B i T vew 2 oopy of s lioense_ welk w

(1} Maintaining research intagrity in the age of Gendl: anatysis of ethical challenges and recommendations o resaarchars, DOI:
hitps:fidai,orgi10, 1007 s40879-025-00191-w

(2} Embracing Al with intagrity: A practical guita for researchers, DO hilpsuidoiom10.376T2UKRID. 2025 06 ambracing Alwilhinteg ity

(2} Authorship and Al tocds, DOI: nhpsaidon org 102431 8icCYREBmS

(4} The dimaie and sustainabiity implications of generative &1, DOI: hitps/dol org 10 21428 edbaedd D, S0 T0dk T

(5} Ethics guidalinas for trustwarthy Al Awailable from: hitps:idigital-strategy. ac. aurcpa.aulanlibrany sthics-guidednes-trustaorthy-a
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Al Literacy in Research:
Selecting, Using, and Reporting GenAl

Case Study A — Al for Audio Transcription

« Scenario: Using GenAl tools for qualitative interview transcription.

« Data Security: If interview data is confidential, researcher must ensure the GenAl tool
keeps the raw data protected and secure.

« Mitigating Risk: Consider using Al tools with data servers in Europe, as well as locally
made/hosted GenAl tools, and/or open-source models.

 Terms and Conditions: Always read the terms of external cloud-based Al tools to find if
opt-outs that are relevant can be defined, i.e., prevent inputs from training private LLM.

© 2026 by Dr.-Ing. Federico Grasso Toro is licensed under CC BY-NC 4.0
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Al Literacy in Research:
Selecting, Using, and Reporting GenAl

Case Study B — Al for Literature Summaries

« Scenario: Using GenAl tools to summarize published articles.

* Foundational Skills: Researcher must possess the skills (i.e., critical reading), to vet the
quality of any Al output.

« Copyright Compliance: Ensure copyright holders' permission before uploading/using
published articles to an Al tool.

« Evaluating Output: GenAl is not neutral and reflects prevailing biases.

» Reference Verification: Researchers must verify that any generated references exist
and correctly represent the original authors' meaning.

© 2026 by Dr.-Ing. Federico Grasso Toro is licensed under CC BY-NC 4.0
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Al Literacy in Research:

Selecting, Using, and Reporting GenAl

Case Study C — Al for Data Analysis & Coding

13

Scenario: Using GenAl tools for data processing tasks, such as coding or formatting.

Data Integrity: Researchers must explicitly affirm that GenAl will not be used to
fabricate and/or manipulate research data and results.

Image Generation Restrictions: You must not use GenAl to generate image-based
research data blindly, such as research figures.

The Standalone Rule: No output from GenAl can be presented as a standalone
Research Result; all conclusions must be the direct result of human oversight.

© 2026 by Dr.-Ing. Federico Grasso Toro is licensed under CC BY-NC 4.0
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Al Literacy in Research:
Selecting, Using, and Reporting GenAl

Case Study D — Al for Vibe-Coding (for RSESs)

« Scenario: Using GenAl coding assistants (e.g., GitHub Copilot, Cursor, ChatGPT) for
"vibe-coding"—the practice of generating, refactoring, or documenting research
software architectures and scripts via high-level natural language prompts.

« Foundational Skills: RSEs must have the foundational coding skills necessary to

deeply understand and vet the syntax, logic, and security of the outputs produced by
GenAl tools.

« Confidentiality & IP: Researchers must ensure their prompts do not inadvertently
reveal proprietary algorithms, unreleased data, or confidential information (e.g.,
breaching a confidentiality agreement). Always read the terms and conditions to
determine if an opt-out is necessary to prevent your code from training public LLMs.

© 2026 by Dr.-Ing. Federico Grasso Toro is licensed under CC BY-NC 4.0
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Al Literacy in Research:
Selecting, Using, and Reporting GenAl

Case Study D — Al for Vibe-Coding (for RSESs)

« Citations Verification: GenAl is prone to hallucinating non-existent software packages

or libraries. RSEs must verify that any generated dependencies or references actually
exist and are secure.

 The Standalone Rule — expanded into Vibe-Coding:
o No output from GenAl can be considered a Research Result.
o All Al-generated code must never be deployed blindly;

o Proper human oversight (e.g., thorough unit testing), and code verification are
"required at every stage".

© 2026 by Dr.-Ing. Federico Grasso Toro is licensed under CC BY-NC 4.0
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Al Literacy in Research: Recommendations
Selecting, Using, and Reporting GenAl

The "During” Phase — Quality Control (Annex A)

» Building a Workflow: Research groups should create a Standard Operating Procedure
(SOP) for working with GenAl Tools.

« The Quality Control Checklist: Using it while actively working with a GenAl Tools.
« Testing: GenAl will not fully provide consistent answers to the same prompt.

« Auditing: Test new models under low-risk conditions with two independent auditors using
publicly available work.

» Slowing Down: The checklist allows groups to slow down, verify, and thoroughly test the
range of answers provided.

© 2026 by Dr.-Ing. Federico Grasso Toro is licensed under CC BY-NC 4.0
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Al Literacy in Research: Recommendations
Selecting, Using, and Reporting GenAl

The "After"” Phase — Transparency & Reporting (Annex B)

 The Usage Declaration Template: A systematic method to document GenAl use after
completing a task as part of a workflow (i.e., Transparency Report).

* Honest Disclosure: Documenting use in sufficient detail is required to write honest and
transparent disclosure statements.

« Publishing Requirements: Refering to publisher guidelines (e.g., Springer Nature)
and/or COPE's statement on authorship for GenAl tools (MDPI's personal example).

« Ethical Affirmations: Researchers and general users must formally affirm they did not
use GenAl blindly to fabricate and/or manipulate results.

© 2026 by Dr.-Ing. Federico Grasso Toro is licensed under CC BY-NC 4.0
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Al Literacy in Research:

Selecting, Using, and Reporting GenAl Responsileuse o GanAL A tap y-Stp Guids
QUESTIONS TO ASK BEFORE @ RISK
Takeaways
« The Golden Rule Re-stated: GenAl is just a tool for C— s

 Refor o the gukdanc rom publahars on how o disclose Al se i ©
rosearc (0. Sgringer Naus's Al Pocy, T&E Al Poicy)

processing language into outputs; ONLY human
oversight implies a Research Result.

« Ethical Integrity: The decision guide and checklists are
not red tape; they are frameworks to protect your work
(i.e., reputation and ethical integrity).

4 N

Dr.-Ing. Federico Grasso Toro

Data Steward for Data Science and IT

Federico.arasso@unibe.ch © 2026 by Dr.-Ing. Federico Grasso Toro is licensed under CC BY-NC 4.0
18 27. March 2026, Bern \ /



https://www.ub.unibe.ch/about_us/contacts/people/dr_grasso_toro_federico/index_eng.html
https://www.ub.unibe.ch/about_us/contacts/people/dr_grasso_toro_federico/index_eng.html
https://www.ub.unibe.ch/about_us/contacts/people/dr_grasso_toro_federico/index_eng.html
https://creativecommons.org/licenses/by-nc/4.0/
https://creativecommons.org/licenses/by-nc/4.0/
https://creativecommons.org/licenses/by-nc/4.0/
mailto:Federico.grasso@unibe.ch

lLb Al Literacy in Research: ANNEX A

Selecting, Using, and Reporting GenAl

Annex A: GenAl Quality Control/Prompting Checklist

Project Title:

Researcher Name:

GenAl Tool in Use:

Phase 1: Pre-Prompting Security & Setup
Complete these checks before entering any data or queries into the GenAl tool.

[ ] Tool Selection: | have tested comparable tools and ensured my choice best meets
my purpose.

[ 1 Confidentiality Check: | have made sure my prompts will not inadvertently reveal
proprietary or confidential information (e.g., breach a confidentiality agreement |
accepted as a peer reviewer).

[ 1 Copyright Clearance: If | am uploading external information (e.g., published articles,
slides) to the GenAl tool, | have the copyright holders' permission to do so.

[ ] Auditor Testing: If this is a new tool or use case, | have first tested the model/tool
under low-risk conditions with 2 independent auditors using publicly available work.

Phase 2: Active Prompting & Consistency Testing

GenAl will not provide consistent answers to the same prompt. Use these steps to test the
robustness of the output.

[ 1 Range Testing: | have thoroughly tested the range of answers provided by multiple
applications of the same prompt, until | am sure that any answers in that range are
sufficient for my purposes.

[ 1Internal Consistency: | have tested the tool for internal consistency by trying to
rephrase my prompt.

[ ] Socratic Challenge: | have challenged its answer through Socratic questioning (e.g.,
asking "Upon what assumptions are your conclusions based?" or "Are you aware of
gaps or bias in your knowledge base?").

[ 1 Condition Testing: | have tested the Al's answers for accuracy and consistency
under a sufficient range of conditions.

19  27.March 2026, Bern

Signature (Upon Completion): Date:

Phase 3: Output Evaluation & De-Biasing
GenAl is not neutral but reflects prevailing biases. Evaluate the final output with a critical eye.

[ ] Demographic Testing: | have tested the effect on the output by comparing examples
from different demographic groups.

[ ] Sensitivity Check: If the topic is sensitive and/or likely to affect groups of people
differently, | have evaluated likely unequal effects, preferably with input from people from
the affected groups.

[ ] Bias Mitigation: | have drafted a plan to mitigate known biases and lacunae in my
field (e.g., publication bias, demographic bias), for instance, by incorporating data from
other sources.

[ 1 Reference Verification: If the GenAl output contained references, | have verified that
these references actually exist.

[ ] Contextual Accuracy: | have verified that the GenAl output correctly represents the
original authors' meaning in those references.

[ ] Time Allocation: | have allocated enough time and effort to vet the used tools and
their outputs properly.

© 2026 by Dr.-Ing. Federico Grasso Toro is licensed under CC BY-NC 4.0
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AI L ite ra CV i n Re Sea rC h : A N N EX B :(:.e::l:::rzv;rjl?i::nio\:vee:izt:::::ings, requiring proper human oversight and

verification at every stage.

Sel e Ct i n g, US i n g, a n d R e p Oft i n g GenA I e Method of Documentation: Briefly describe your systematic method for documenting

your GenAl use (e.g., prompt logs, version control).

Description:

Annex B:General GenAI Usage Declaration Template ) :Iias M:tlg;tlon: How did you test for and mitigate prevailing biases or lacunae in the
's output?

o Description:

e Verification of References: If the GenAl output contained references, describe how you

Project Title / Manuscript Name: verified that these references exist and correctly represent the original authors' meaning.

o Description:

Lead Researcher / Author(s):

4. Ethical Affirmations

By signing below, the author(s) affirm the following statements regarding the ethical and
responsible use of GenAl:

Assigned Data Steward and/or Research Software Engineer:

Date: / |/ X [ ]11/We acknowledge that we are ultimately responsible for any research output
- generated with Al.

. [ ] 1/We affirm that GenAl was not used to fabricate or manipulate research data and
1. Tool Identification results.

Please list all Generative Al tools used during this research or drafting process.
[ 11/We affirm that GenAl was not used to generate image-based data (e.g., Western

Name of GenAl Tool(s): blots, research figures).
Version / Model (e.g., Free, Paid, Local, Open Source): ) ' ) )
e Key Capabilities Utilized (e.g., RAG, text-to-text, audio transcription): [ ] /We confirm that no proprietary, confidential, or unethically sourced data was

inadvertently revealed or uploaded to the GenAl tool without proper safeguards.

Justificati h thi ific tool ch ?):
¢ Justification (Why was this specific tool chosen?) [ 11/We have reviewed and adhered to the latest Al guidelines published by our target

journal/publisher (e.g., Springer Nature, T&F) as well as COPE's statement on

2. Scope of Application authorship and Al tools.
Describe the specific task(s) for which the GenAl tool was utilized. (Check all that apply and [ ] /We affirm that no output from GenAl is presented as a standalone Research Result;
provide brief details) all conclusions are the result of human oversight.

[ ] Planning & Ideation:

[ | Data Processing (e.g., coding, formatting):

[ ] Literature Searching / Summarization: Signature: Date:

[ 1 Drafting / Language Polishing:

[ ] Other:

© 2026 by Dr.-Ing. Federico Grasso Toro is licensed under CC BY-NC 4.0
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Contact

Dr.-Ing. Federico Grasso Toro
Data Steward for Data Science and IT

Federico.grasso@unibe.ch

Or by support.dsl@unibe.ch

TL;DR:

Summary: Guardrails aren't meant to stop Al use; they are meant to enable it safely. By combining secure local
infrastructure (TextLab) with critical thinking frameworks (the 14 Questions), UniBE safeguards both their
workers and the principles of Open Science.

Call to Action: Encourage UniBE employees to activate their Campus Accounts on UBELIX to try TextLab as a
better alternative (self-hosted solution) and to bookmark the 14-Questions Guide for before using GenAl.
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u’ Alaided Summary — (1/3)

Al in Clinical Research: Opportunities & Risks

Introduction (3 min) .

PURPOSE

GX)

‘ «/?
¢ B )
c B o
P Summary - ‘
/

2
Imagine an Al tool
summarizing 100 clinical To equip researchers with Clinically active physicians
studies in 5 awareness, critical - with diverse research

minutes—or generating a questions, and institutional | backgrounds (some may

draft protocol with citations. resources for Al use, not to already use Al tools like
train experts. ChatGPT, MidJourney, or

/\ What could go wrong? A\ statistical Al).

Empowering Responsible Al Adoption | January 2026
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Al aided Summary — (2/3)

Key Risks and Limitations of Al in Clinical Research (5 min)
Actionable Red Flags for Researchers |

{0} TECHNICAL RISKS il ETHICAL/LEGAL RISKS &

e Lem

HALLUCINATIONS oo 4 | DATAPROTECTION

Al ‘confidence’ # accuracy | O EU GDPR, Swiss laws, institutional policies. @
=d Flag: Citing non-existent studies, (9 1 Flag: Uploading sensitive patient STOP

fabricating data. (e.g., fake citations). . m data to external tools.

INFORMED CONSENT

BIAS
Training data reflects historical mequmes . : Usmg Al on data without explicit opt-in.

: Underrepresentation (e.g., : Training models on patient
pedlatnc minority populations). data wuthout consent.

REPRODUCIBILITY ACCOUNTABILITY

Lack of transparency in outputs. @ | 9 Liability for misleading clinical decisions.
lag: “How did it arrive at this = b 2: Relying on Al without human

p-value?” Black-box problem. verification. Who is liable?

Empowering Responsible Al Adoption | January 2026
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Al aided Summary — (3/3)

24

Closing: Practical Steps and Resources (2 min)
Actionable Checklist & Institutional Support B @

PRACTICAL STEPS ¥ | RESOURCES & &

") BEFORE USING Al 8 'l“ LIBRARY SEMINAR (MED) &

”ggfe"‘ ¢Y> /'\"n‘:l”‘:'s Assess the use case (Is this for i) patient ‘ E? : - -
Y care, ii) publication, or iii) internal analysis?). | | =Nk P  Library seminar on literature searches.
umnz a Check institutional policies on sensitive |
data (e.g., UNIBE's data protection page).
If part of a research workflow, use the f
\* decision guide (Responsible use of GenAl: IT/DATA STEWARDSHIP (RDM, DSL) D'
6"'“ A Step-by-Step Guide). ‘ ~ /=, IT/Data Stewardship office for data-
= w related queries.

e

DURING USE (IF ACCEPTABLE) ¥

® Validate outputs (e.g., cross-check Al- =
* ) generated stats with a colleague). ETHICS COMMITTEE (HIGH RISK) &2

transparency reports).

HUMAN REVIEW IS ESSENTIAL. (e.g., using patient data in Al models).

“n .o Document how Al was used (for 2 | Ethics committee for high-risk projects
CE 0 2L e

I —

N

Empowering Responsible Al Adoption | January 2028
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u’ Al aided Summary — (4/3)

Data Protection & Good Practice in Al Research (5 min)
Navigating Regulations & Ensuring Integrity @ 4

S

~ © 'DATA PROTECTION FRAMEWORKS' () [ %] GOOD PRACTICE FOR RESEARCHERS @

LEGAL & REGULATORY LANDSCAPE TRANSPARENCY

Disclose Al use in publications.
+ FADP VS.) . o AlAct @ Example: "This analysis was
- assisted by [Tool X]".

Swiss/Federal laws (e.g., FADP) vs. Al-specific ,
guidelines (e.g., EU Al Act). Focus on compliance. | @ HUMAN OVERSIGHT

.’;‘.__\,G, Al as a “co-pilot,” not a
UNIBE INSTITUTIONAL POLICIES “'«?9— ;-? replacement. Human clinical
(15 Q. |

RN O judgment is final.
, & What does UNIBE’s IT
'nﬁ' ?
IT Guid department say AUDIT TRAILS

@ Contact for Clarification: Input AI s.n.m.a | Document Al-generated
[UNIBE IT Contact / Helpdesk] | i kit 7 outputs for reproducibility.

B (Placeholder for specific contact info). (Bocumentationatog ]« Maintain clear records.

Empowering Responsible Al Adoption | January 2026
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