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2. New GenAI Decision Guide
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5. Takeaways and Annexes Discussion
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On Data Protection:

- Shift from commercial cloud risks to secure local solutions

(TextLab): TFS Courses and Students/Researchers reception

- Upcoming UniBE Cloud Strategy

On Local LLMs: GPUstack solution

- Current Proof of Concept for limited self-hosted Models

- Already Success stories for Students and Researchers

Support for AI-Tools at UniBE
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1. «updated» Guidelines for the deployment of AI tools and 
technologies and trustworthy AI research [in revision]

‒ Old version: UniBE - Research on and with AI (2024)

2. Step-by-Step Decision Guide for AI Tools:

First version: Responsible use of GenAI: A Step-by-Step Guide
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New Guide
Appendix 

Friday, March 27, 20265

Step-by-Step Decision Guide Responsible 
use of GenAI: A Step-by-Step Guide

The 14 guiding questions to help you decide whether using GenAI is 

appropriate. (source)

1. Planning & Input -> Knowledge Security

2. Tool & Availability -> Data Sovereignty

3. Data Source -> Bias Detection

4. Output -> Human Oversight

To be revised (probably) twice per year. © 2026 by Dr.-Ing. Federico Grasso Toro is licensed under CC BY-NC 4.0
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AI Literacy in Research: 

Selecting, Using, and Reporting GenAI 

Friday, March 27, 20266

Context & The Golden Rule

• Objective: To introduce the overarching "principles of 

responsible GenAI" use in praxis by Decision Guide.

The Golden Rule:

No output from GenAI can be considered a Research Result.

The Paradigm Shift:

GenAI systems should "empower" humans, i.e., proper human 

oversight and verification are always required at every stage.
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AI Literacy in Research: 

Selecting, Using, and Reporting GenAI 
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Why a Step-By-Step Decision Guide?

• Risk Assessment: Answering "No" to specific risk 

assessment questions indicates that using GenAI may 

pose serious risks.

• Ultimate Responsibility: Researchers are ultimately 

responsible for any research output generated with AI.

The Bottom Line: In some cases, researchers need not, cannot, or must not use GenAI tools.
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AI Literacy in Research: 

Selecting, Using, and Reporting GenAI 
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Case Study A – AI for Audio Transcription

• Scenario: Using GenAI tools for qualitative interview transcription.

• Data Security: If interview data is confidential, researcher must ensure the GenAI tool 

keeps the raw data protected and secure.

• Mitigating Risk: Consider using AI tools with data servers in Europe, as well as locally 

made/hosted GenAI tools, and/or open-source models.

• Terms and Conditions: Always read the terms of external cloud-based AI tools to find if 

opt-outs that are relevant can be defined, i.e., prevent inputs from training private LLM.
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AI Literacy in Research: 

Selecting, Using, and Reporting GenAI 
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Case Study B – AI for Literature Summaries

• Scenario: Using GenAI tools to summarize published articles.

• Foundational Skills: Researcher must possess the skills (i.e., critical reading), to vet the 

quality of any AI output.

• Copyright Compliance: Ensure copyright holders' permission before uploading/using 

published articles to an AI tool.

• Evaluating Output: GenAI is not neutral and reflects prevailing biases.

• Reference Verification: Researchers must verify that any generated references exist 

and correctly represent the original authors' meaning.
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Case Study C – AI for Data Analysis & Coding

• Scenario: Using GenAI tools for data processing tasks, such as coding or formatting.

• Data Integrity: Researchers must explicitly affirm that GenAI will not be used to 

fabricate and/or manipulate research data and results.

• Image Generation Restrictions: You must not use GenAI to generate image-based 

research data blindly, such as research figures.

• The Standalone Rule: No output from GenAI can be presented as a standalone 

Research Result; all conclusions must be the direct result of human oversight.
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Case Study D – AI for Vibe-Coding (for RSEs)

• Scenario: Using GenAI coding assistants (e.g., GitHub Copilot, Cursor, ChatGPT) for 

"vibe-coding"—the practice of generating, refactoring, or documenting research 

software architectures and scripts via high-level natural language prompts.

• Foundational Skills: RSEs must have the foundational coding skills necessary to 

deeply understand and vet the syntax, logic, and security of the outputs produced by 

GenAI tools.

• Confidentiality & IP: Researchers must ensure their prompts do not inadvertently 

reveal proprietary algorithms, unreleased data, or confidential information (e.g., 

breaching a confidentiality agreement). Always read the terms and conditions to 

determine if an opt-out is necessary to prevent your code from training public LLMs.
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Case Study D – AI for Vibe-Coding (for RSEs)

• Citations Verification: GenAI is prone to hallucinating non-existent software packages 

or libraries. RSEs must verify that any generated dependencies or references actually 

exist and are secure.

• The Standalone Rule – expanded into Vibe-Coding:

o No output from GenAI can be considered a Research Result.

o All AI-generated code must never be deployed blindly;

o Proper human oversight (e.g., thorough unit testing), and code verification are 

"required at every stage". 
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AI Literacy in Research: Recommendations

Selecting, Using, and Reporting GenAI 
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The "During" Phase – Quality Control (Annex A)

• Building a Workflow: Research groups should create a Standard Operating Procedure 

(SOP) for working with GenAI Tools.

• The Quality Control Checklist: Using it while actively working with a GenAI Tools.

• Testing: GenAI will not fully provide consistent answers to the same prompt.

• Auditing: Test new models under low-risk conditions with two independent auditors using 

publicly available work.

• Slowing Down: The checklist allows groups to slow down, verify, and thoroughly test the 

range of answers provided.
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AI Literacy in Research: Recommendations
Selecting, Using, and Reporting GenAI 
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The "After" Phase – Transparency & Reporting (Annex B)

• The Usage Declaration Template: A systematic method to document GenAI use after 

completing a task as part of a workflow (i.e., Transparency Report).

• Honest Disclosure: Documenting use in sufficient detail is required to write honest and 

transparent disclosure statements.

• Publishing Requirements: Refering to publisher guidelines (e.g., Springer Nature) 

and/or COPE's statement on authorship for GenAI tools (MDPI's personal example).

• Ethical Affirmations: Researchers and general users must formally affirm they did not 

use GenAI blindly to fabricate and/or manipulate results.
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Friday, March 27, 202618

Takeaways

• The Golden Rule Re-stated: GenAI is just a tool for 

processing language into outputs; ONLY human 

oversight implies a Research Result.

• Ethical Integrity: The decision guide and checklists are 

not red tape; they are frameworks to protect your work 

(i.e., reputation and ethical integrity).
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Contact

Dr.-Ing. Federico Grasso Toro

Data Steward for Data Science and IT

Federico.grasso@unibe.ch

Or by support.dsl@unibe.ch

18. Januar 2023, Bern27. March 2026, Bern

TL;DR: 
Summary: Guardrails aren't meant to stop AI use; they are meant to enable it safely. By combining secure local
infrastructure (TextLab) with critical thinking frameworks (the 14 Questions), UniBE safeguards both their

workers and the principles of Open Science.

Call to Action: Encourage UniBE employees to activate their Campus Accounts on UBELIX to try TextLab as a 

better alternative (self-hosted solution) and to bookmark the 14-Questions Guide for before using GenAI.

mailto:Federico.grasso@unibe.ch
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